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Confidentiality Policy  

 

Legal context: This policy is intended to interpret the main legislation and guidance relevant 

to the confidentiality and security of personal data, especially the Data Protection Act 1998 

and the Caldicott Report recommendations.  (Although Caldicott refers to NHS environments 

it seems sensible to support its sentiments).  

INTERIM may need to use and share information in the provision of its services but will 

endeavour to protect the rights of individuals in respect of their personal details. One of the 

objectives of this policy is to reconcile the apparent conflict - between the need to use (and 

sometimes share) information and the need to protect confidentiality. In the case of information 

relating to users of our services we are aware of the significance for personal information to 

be kept confidential and privacy respected. This policy establishes the basis for information 

sharing both within INTERIM and with relevant others, such as the Charity Commission.   

INTERIM’s responsibilities: All volunteers (including Trustees) and staff have the responsibility 

to use personal data in a secure and confidential way.  Personal data includes information 

about any living individual who can be identified including users of our services, volunteers 

and staff. The information may be held in manual or electronic form and so includes, for 

example, the contents of filing cabinets, videos’ and computer records.  Much of this policy 

relates to user-identifiable information (which may be clinical or administrative details) and 

how it can be used for legitimate purposes, whilst maintaining appropriate levels of 

confidentiality. The policy sets out the over-arching guidance and principles flowing from the 

Data Protection Act 1998, the Caldicott Report recommendations and other related legislation 

and guidance. Key maxims for INTERIM to follow are that:  Individuals using our services 

should be fully informed about how their information may be used. There are strict conditions 

under which personal data may be disclosed. (Refer to Data Protection Act Policy – Regarding 

Access to Records). In particular, certain disclosures are not allowed without express consent. 

 Individuals have the right to see what information is held about them, and to have any 

errors corrected.  

 Personal data should be kept secure and confidential at all times.  
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 Personal information should be anonymised wherever and whenever possible.  

 The legitimate use, disclosure or sharing of personal data does not constitute a breach 

of confidentiality.  

 Sharing between organisations can take place with appropriate safeguards.  

 Sometimes a judgement has to be made about the balance between the duty of 

confidence and disclosure in the public interest. Any such disclosure must be justified.  

 Most of the requirements are common-sense precautions such as not divulging 

computer passwords, keeping manual records secure, and guarding against people 

seeking information by deception (for example, over the telephone).  

 Confidential and private information includes aspects such as not gossiping, improper 

use of information, e.g. taking care when discussing matters in public places.  

 When it is necessary to discuss private and confidential matters in a public place it is 

not normally required to identify the person concerned. If anyone is in doubt, they 

should refer to this and other policies and procedures, and if still in doubt ask the Chief 

Executive. All of us must be aware of our responsibilities and that a breach of security 

or infringement of confidentiality could lead to disciplinary action and even prosecution.   

 

Summary: All INTERIM volunteers and staff have an obligation to safeguard the 

confidentiality and security of personal information. This is governed by law, local policies and 

procedures and in many cases by professional codes of conduct. All volunteers and staff must 

be aware that a breach of confidentiality may be regarded as serious misconduct which would 

lead to disciplinary action or dismissal in accordance with disciplinary procedures. In addition, 

unauthorised disclosure of personal information, or using such information in a way other than 

described, is an offence and could lead to prosecution of individuals and/or the charity.   

 

Compliance with the principles of the Data Protection Act 1998 and Caldicott:    

General issues: Both the Data Protection Act and Caldicott recommendations are 

underpinned by sets of principles which are key both to gaining an understanding of the 

requirements and interpreting these into working policies and procedures. This section details 

the principles and sets out their interpretations and policy implications. Two key components 

of maintaining confidentiality are the integrity of information and its security. Integrity is 

achieved by safeguarding the accuracy and completeness of information through proper 

processing methods. Security measures are needed to protect information from a wide variety 

of threats.   
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The Data Protection Act 1998: 

 The eight principles of the Data Protection Act 1998 apply to INTERIM’s handling of 

personal information (on computer and manually held), and underpin all related 

policies and procedures. The eight principles are:   

 Personal data shall be processed fairly and lawfully and, in particular, shall not be 

processed unless certain conditions (set out in Schedules of the Act) are met.  

 Personal data shall be obtained only for one or more specified and lawful purposes, 

and shall not be further processed in any manner incompatible with that purpose or 

those purposes.  

 Personal data shall be adequate, relevant and not excessive in relation to the purpose 

or purposes for which they are processed.  

 Personal data shall be accurate and, where necessary, kept up to date (see below).  

 Personal data processed for any purpose or purposes shall not be kept for longer than 

is necessary for that purpose or those purposes.  

 Personal data shall be processed in accordance with the rights of data subjects under 

this Act.  

 Appropriate technical and organisational measures (i.e., security measures) shall be 

taken against unauthorised or unlawful processing of personal data and against 

accidental loss or destruction of, or damage to, personal data.  

 Personal data shall not be transferred to a country or territory outside the European 

Economic Area, unless that country or territory ensures an adequate level of protection 

for the rights and freedoms of data subjects in relation to the processing of personal 

data.   

Caldicott: 

The Caldicott principles and recommendations apply specifically to service user identifiable 

information, and emphasise the need for controls over the availability of such information and 

access to it. In particular the Trustees have specific responsibilities to oversee an ongoing 

process of audit, improvement and control.  

The six Caldicott principles, applying to the handling of service user-identifiable information, 

are as follows:  

 Justify the purpose(s) of every proposed use or transfer.  

 Do not use it unless it is absolutely necessary and,  

 Use the minimum necessary 

 Access to it should be on a strict need-to-know basis.  
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 Everyone with access to it should be aware of their responsibilities, and  

 Understand and comply with the law.    

(Please refer to the Caldicott report directly for further information, if required) 

 

Informing and getting Consent: The general interpretation of the first data protection 

principle is that data subjects (users of our services, volunteers, staff, etc) need to be informed 

about how their information may be used and, in some circumstances asked for their express 

consent.   

In particular, a key implication of the first data protection principle, in conjunction with the 

Common Law requirement, is that individuals should be fully informed of the use to which 

information about them may be put and the extent to which it may be shared, and have the 

opportunity to make known  any objections. In some circumstances this would convey the 

'implied consent' of the individual.    

If an individual (having been fully informed about the use of their information, including about 

the consequences, and having had the opportunity to object) wants information about 

themselves to be withheld from someone or some agency, the individual's wishes should be 

recorded and respected, whenever feasible.     

 

Individuals’ Consent to Disclosing: Users of services generally have the right to object to 

the use and disclosure of confidential information that identifies them, and need to be made 

aware of this right. If information being disclosed to others involved in their treatment is 

prohibited, it might mean the treatment that can be provided is limited and, in extremely rare 

circumstances, that it is not possible to offer certain treatment options. Individuals must be 

informed if their decisions about disclosure have implications for the provision of treatment.  

 

Where individuals have been informed: Of the use and disclosure of their information 

associated with their treatment, the choices they have and the implications of choosing to limit 

how information may be used or shared; then explicit consent is not usually required for 

information disclosures needed to provide that treatment. Even so, opportunities to check that 

users of services understand what may happen and are content should be taken. Special 

attention should be paid to the issues around child consent (see below).   
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Where the purpose is not directly concerned with the treatment of a user of our services 

however, it would be wrong to assume consent. Additional efforts to gain consent are required 

or alternative approaches that do not rely on identifiable information will need to be developed.   

There are situations where consent cannot be obtained for the use or disclosure of service 

user-identifiable information, yet the public good of this use outweighs issues of privacy.  

Children and young people aged 16 or 17 are presumed to be competent for the purposes of 

consent to treatment and are therefore entitled to the same duty of confidentiality as adults. 

Children under the age of 16 who have the capacity and understanding to take decisions about 

their own treatment are also entitled to make decisions about the use and disclosure of 

information they have provided in confidence (e.g. they may be receiving counselling or 

psychotherapy about which they do not want their parents to know). However, where a 

competent young person or child is refusing treatment for a life threatening condition, the duty 

of care would require confidentiality to be breached to the extent of informing those with 

parental responsibility for the child who might then be able to provide the necessary consent 

to the treatment.   

In other cases, consent should be sought from a person with parental responsibility if such a 

person is available. It is important to check that those persons have proper authority (as 

parents or guardians). Ideally, there should be records within the child’s file as to any unusual 

arrangements.    

Where an individual is unable to give consent due to a mental or physical condition or to 

communicate a decision, Trustees must make the decision about the use of information.  This 

needs to take into account their best interests and any previously expressed wishes, and be 

informed by the views of relatives or carers as to the individuals’ likely wishes. If a user of our 

services has made his or her preferences about information disclosures known in advance, 

this should be respected.   

Failure to support those with disabilities could be an offence under the Disability Discrimination 

Act 1995, and may prevent consent from being gained. Support for communicating with users 

of services having specific disabilities can be obtained from a range of agencies, e.g. Royal 

National Institute for the Blind, Royal National Institute for the Deaf, Disability Rights 

Commission – www.drc-gb.org Speakability – www.speakability.org.uk   

 

Keeping an individuals’ information Secure. For all types of records, staff and 

volunteers working in offices where records may be seen must:  
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 Shut/lock doors and cabinets as required.  

 Wear building passes/ID if issued.  

 Query the status of strangers.  

 Know who to tell if anything suspicious or worrying is noted.  

 Not tell unauthorised personnel how the security systems operate.  

 Not breach security themselves.   

 

Manual records must be:  

 Formally booked out from their normal filing system.  

 Tracked if transferred, with a note made or sent to the filing location of the transfer.  

 Returned to the filing location as soon as possible after use.  

 Stored securely within the office.  

 Stored closed when not in use so that contents are not seen accidentally.  

 Inaccessible to members of the public and not left even for short periods where they 

might be looked at by unauthorised persons.  

 Held in secure storage with clear labelling.  

 The availability of secure means of destruction, e.g. shredding, are essential.   

 

With electronic records, staff and volunteers must:  

 Always log-out of any computer system or application when work on it is finished.  

 Not leave a terminal unattended and logged-in.  

 Not share logins with other people.  

 If other staff have need to access records, then appropriate access should be 

organised for them – this must not be by using others’ access identities.  

 Not reveal passwords to others.  

 Change passwords at regular intervals to prevent anyone else using them.  

 Avoid using short passwords, or using names or words that are known to be associated 

with them (e.g. children’s or pet’s names or birthdays).  

 Always clear the screen of a previous individuals’ information before seeing another.  

 Use a password-protected screen-saver to prevent casual viewing of an individuals’ 

information by others.    
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Common Law and Disclosure in the Public Interest: The key principle of the duty of 

confidence is that information confided should not be used or disclosed further in an 

identifiable form, except as originally understood by the confider, or with his or her subsequent 

permission.    

There are exceptions to the duty of confidence that may make the use or disclosure of 

confidential information appropriate. Statute law requires or permits the disclosure of 

confidential service user information in certain circumstances, and the Courts may also order 

disclosures. Case law has also established that confidentiality can be breached where there 

is an overriding public interest.   

Examples of disclosure to protect the public would be the risk of a serious crime occurring, 

national security or the risk of serious harm.    

 

Human Rights Act 1998 Article 8 of the European Convention on Human Rights, which is 

given effect in UK law by the Human Rights Act, establishes a right to ‘respect for private and 

family life’. This may be open to some interpretation in points of detail by the courts in years 

to come, but it creates a general requirement to protect the privacy of individuals and preserve 

the confidentiality of their health (treatment) records. It underpins the Confidentiality Model 

presented in this code of practice. There are also more general requirements in relation to 

actions having legitimate aims and being proportionate to the need. Current understanding is 

that compliance with the Data Protection Act 1998 and the common law of confidentiality 

should satisfy Human Rights requirements. 

 

Please also refer to our governance policies and procedures and particularly, the 

Safeguarding Adults and Children and Young People Policy and Safeguarding Strategy. 

 

Adopted January 2016 

 

 

 

 


